UNCG Security Awareness Training

Educating UNCG faculty and staff with respect to security best practices is essential in securing the
University’s information assets. University leadership believes strongly in this effort and has requested
training for every University employee that works with restricted or financial data. UNCG engaged Fishnet
Security, a nationally recognized security training group, to provide two equivalent training options for
University employees. The instructor led training option is taught by the UNCG Security office and scheduled
to run through the end of 2009. It is a single 4-hour session of instruction to groups of 23 individuals. Running
concurrently to the instructor led course is an on-line training option is offered via Blackboard and is generally
equivalent in content to the classroom instruction but has fewer UNCG specific examples.

INSTRUCTOR LED TRAINING

The instructor led training is taught monthly (the third Thursday of the month) and individuals must sign up to
reserve a seat. This can be done by going to the Teaching and Learning Center website.

http://utlc.uncg.edu/workshops

The workshop name is “Security Awareness Training”

The syllabus has the following sections:
1. Protecting Confidential Information
2. Protecting Your Computer and Network
3. Mobile Computing
4. Physical Security
5. Social Engineering and Phishing
6. Information Security Risk Management Concepts

7. UNCG specific examples

ONLINE TRAINING

A set of instructions is attached to assist users in signing up for this online course on UNCG's course
management system: Blackboard. (https://blackboard.uncg.edu/).
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The UNCG Security Awareness Training is available in Blackboard. Here are the instructions for taking this training.

1. OpenInternet Explorer and go to blackboard.uncg.edu
2. Onthe Blackboard page, type in your Username and your Novell password and click Login.

Lagin Here

Hawe an account™ Enter lagin infermation here and click the Login button
below.

Uzemame:

Paszword:

Legin )

3. Click on the Organizations tab at the top of the window
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4. Click on ORG-Security Awareness Training
Organizations

Organization
Search

I:I @ Eﬁ Security Awareness Training ‘H-

Eﬁ Student Organizations

zation Catalog

F Browese Organization Catalog

5. Click on the Enroll button.
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1. You will see the navigation on the left and announcements in the middle pane. Read the announcements first.
2. Once you have read the announcements, click on Instructions in the left navigation to read the instructions for

Instructions

taking the training. " Ff& snd RestTests

3. Please complete the Pre-Test first by clicking on the Pre and Post-Tests link. On the next page you will see the
link to start the Pre-Test. The link to the Post-Test will not appear until you have completed the Pre-Test and
have answered at least one question correctly. Once you click on the Pre-Test link, questions will appear in the
main panel of the page.

¥ GQuestion Completion Status:

Question 1 1 points S

Employees that do not work with restricted data should not be concerned about information security.

O True
O False ¥
Moulg 1o anothe rquestion willsawe tik esporse. Queslon1ofd | B | e

Select the answer you think is correct and then click the next question arrow at the bottom right corner

6 Confirm queskion submission,

ook | [ Cancel

4. Confirm your answer to move on to the next question.
5. After you answer all the questions on the Pre-Test, you may choose to view your results.

[%;] Assessment Submitted: security_pretest

Asseszment successfully submitted.

Studert: Test Student Announcements
A=sessment: security_pretest Instructions
Course: Security Aamareness Training (ORG-Security_Awmareness Training) Pre and Post-Tests

Subrnitted: 10022/02 0:20 Al

Click OK to review results.

Thersday, Ockber 23, 2008 320:13 AM EDT

Protecting rour
Cormputer

Module 3:
Mohile Camputing

Module 4:

6. Afteryou have completed the Pre-Test you are ready to take the first training module. Phusieal Secinty

Madule S:
Click on Module 1 in the left navigation panel. The training will show in the main panel of rodola 61

Fizk Managernent

the page. Note: You will need Flash player installed and you will need sound on your

My Scores

machine. You may wish to use headphones.
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7. Navigate through the training by clicking on the arrow in the bottom right corner.

= p

When you are finished with a module, click on the next module in the left navigation panel.
Complete each of the six security modules. You may complete these modules in any order but please be aware
that your progress is being tracked.

10. After you have completed the security modules, click on the Pre and Post-Tests link in the left navigation and
complete the Post-Test. You can submit the Post-Test only once. Backtracking to previous questions is not
allowed.

11. To view your scores on the Pre-Test and the Post-Test, click on My Scores on the left navigation.

12. When you are finished, logout of Blackboard by clicking on the Logout button at the top of the screen.
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